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[0046] Next, a schematic configuration of a communication system 
in which the portable storage device 1 and other plural electronic 
equipments transmit and receive signals wirelessly therebetween 
is shown in Fig. 2. 

[0047] The portable storage device 1 performs wireless 
transmissions/receptions of encrypted signals to/from various 
electronic equipments, such as a facsimile machine 301, a so-called 
tower-type computer device 302, a high-performance and large-scale 
computer device 303, a so-called handheld computer device 304, a 
projector device 305, and a notebook-type personal computer device 

(hereinafter referred to as a PC) 306. 

[0048] The electronic equipments having received the encrypted 
signals transmitted from the portable storage device 1 decrypt the 
encrypted signals to restore original data, and print or process 
the data. 

[0049] As a method of encrypting/decrypting the data, "KEY 
PREDISTRIBUTION SYSTEM (hereinafter referred to as KPS) : A method 
of sharing cryptographic key without communication," which is 
published in IEICE TRANSACTIONS of The Institute of Electronics, 
Information and Communication Engineers; A Vol. J71-A No. 11, pp. 
2046-2053, November 1988, is used. In the method of 
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encrypting/ decrypting the data by use of this KPS, the cryptographic 
key for use in encrypting and decrypting the data is previously 
shared among the electronic equipments which transmit/receive the 
data. The electronic equipments transmitting the data encrypt the 
data by use of the cryptographic key, and the electronic equipments 
receiving the data decrypt the received encrypted signals by use 
of the cryptographic key. 

[0050] In order to create the cryptographic key for use in this 
KPS, each of the portable storage device 1, the facsimile machine 
301, the tower-type computer device 302, the high-performance and 
large-scale computer device 303, the handheld computer device 304, 
the projector device 305, and the PC 306 includes unique 
identification information (hereinafter, referred to as a unique 
ID) , and a unique and secret algorithm. Specifically, the portable 
storage device 1 stores the unique ID and the unique and secret 
algorithm in a memory provided in the encryption/decryption unit 
20. 

[0051] When a signal is to be transmitted/received between two 
electronic equipments in the communication system, first, the 
unique IDs are mutually transmitted/received, and the unique ID 
of the electronic equipment to which the signal should be 
transmitted is stored. Next, one of the electronic equipments 
which transmits the signal creates a cryptographic key by use of 
the received unique ID of the other electronic equipment and a secret 

2 



algorithm unique to itself, and encrypts the data by means of a 
cryptographic key program using this cryptographic key. Then, the 
one electronic equipment transmits an encrypted signal based on 
this encrypted data to the other electronic equipment. Moreover, 
the other electronic equipment also creates a cryptographic key 
by use of the received ID unique to the one electronic equipment 
and a secret program unique to itself, and decrypts the received 
encrypted signal according to a cryptographic key program using 
this cryptographic key to restore the original data. 

[Fig. 2] A diagram for explaining transmissions/receptions of 
signals between the portable storage device and other electronic 
equipments . 
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Lt'ftttoJS : KEY PRED I STR I BUT I ON SYSTEM l& 
T, KPShuo) rffli^o :OKPSriiV:f- 

[0 0 5 0] :^)KPST'fflv^BifirMto/:^ 

-aco=7>^^-^^m3 o 2. sttffi^*:S!='> 

- ^M3 0 3 . a>k^^Ko> tf^.- ^gf3 0 
4 , "/n->*i ^ ^M3 0 5. 5l/P C 3 0 6 i±. 

50 7i^''jXArWii|i^o A«:B5ic(i. fflffiHK 
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So 

[ 0 0 5 l ] HJEilfi v^f i^0 2oOtT-i^|t\ 

E«1"«o ff^fc&fl^*— *0«^«S<i, ml 

ESIIL^ftii^O^tlSiO^Wo I DatfgfStOB* 

aSrffiO/cB^T'n 9'y -UiZXty -r- 9 £Bff4Ht1" 

stijESfi Lfc— ^OST-1SeSOH*co I DR'JIf 
Off 7 c oy7^rl^TgfirML, ^ OBf-^ii 

[0 0 5 2 ] ^(K BtfEilfi '>^f A^i *><0, i5I 
Effi^ttl i^U > *KS3 0 1 tOjlMUo^TKW 

[0 0 5 3 ] "/'J > ^^13 0 1 (i. -r-'- * * £11841" « 

Silflffi 7 0 0 t . I DEffiSE 71 l»E&ffiO»i 
■f¥Sr»J»-*-S»J«a6 0 2 h^ft^^o 

[0 0 5 4 ] iitBffi 7 0 0 <i, l»*ffc/II*fl:ffi 702 
&i>'JIff*IJS|)6&7 0 4 Srjtx.Sc -OitEB^L/fl^ 
ffc«7 0 2 li. flIWfflESfSM 1 <nm^it/^im2 

0 >[W]#OtSt^«x.. i§ttWJffllg|w 0 4 (iflj^SSE* 
5111 OiI«»Jf»ffl2 2 t|5|*«co1figES:«xSo IDE 
tRSP7 10 ii. Zcr>-7° ] ) > ^^fir 3 0 1 Oif O IDS 

[0 0 5 5] If, HfMESMlC0itOID5{/* 
-7' x ) > 3 0 1 OitO I DO^^ff {;o^T!&H3 
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1 OUWO I DOjs«5*fr*S:i§«1 _ &e 

[0 0 5 7] > *gfi3 0 l fi, bJEB^TO I DO 
JIff?l*^^r7ifiSiJi«^7 0 4 ~e-§;ff 1~£o wO-tif 
LtltOI DOSieS*^^(i. ffiH*PSI>6 0 2UJ**> 
iU c WWW 6 0 2 ti, mTESfS L/:ltO I DO^fl 
S^fe^lCfcUT, il«ffi7 0 0 Sr»JWi-So il«fflw 
0 0(i, I DEttffi7 1 0^<bItO I Drlf^aii-o 
> 0 1 OH WO I D(i. mmWiftUT 

o 4<nmmi-t <k *flfHEt8«Bi uam ?Wc 
[o o 5 s] MSEiSti (i, WEantstLTt"/ 1 ; 

> ^^13 0 1 O@*coi jififilj»9>2 2T^fl 

u BS-5-ft/a^t»2 ouEts-rie s*. is^ft/ 

«*ffc«2 0«\ :o)ISIief5ilOi^IDr 
Bt^ffii-o :<7)itOIDi^ iI«*J8Nl»5 0 4 OSJffll 
Ci:'), -/U > 9£tS:3 0 1 t"iSI« g«o 
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70 [0 0 6 2] PJxtf, MSlSS^i 1 OEtSffi 1 2 ic 
EffiSnti^f - * riMfii-^ t £ t^ii. WJfoJffln 0 
T^OfilJiflU J: >K TtiTEEffiffil 2 ir-EfSSft-fcr-'-* 

»2 Ot'li, WE^StLfcBff^-ftSrSv^fcarS-airn^ 

^-ft^n^Bg-^ftm^ti. ;ib»]sph>2 2 o$ij'tsn- * 
0, ~ 0, j > ^^?I3 0 1 iz&m ?ns e 

[ 0 0 6 3] «?paEfR5l«l *^S«StL7tBe^t« 

-^(K > ^^13 0 1 <r>mm%\\mu 704 $ 

20 iiT, ie*ft/fI#ft«B7 0 2 (i^ti^o :o«^t 
/«#ft«C7 0 2 m iliSESiLfcMSfEtSll 

og^o I D5^itSOit<7)^7 r Dy7A^ffl^t 
Df^-^l'^^i-^c fit, wOSi-f-^^m^^Pg-^-a 
T-n^^UJ: <K WES«LfcDS-§-ftfi-^*a-S-ffci" 

cmcjiK Bg^^k^n^iiro-r- ^^iTc^n 
cofgTCon/cTcOx- ^(i, »J8Pffi6 0 20WIW 
CctO, JH^ffi6 0 4 USbiloo fit, ffl*ffi6 0 
4 i - J: 0 . f-^WJ$iitaiA^iU 0 
[0064] :o^iz, ^UEiS^fil fc-ZU > 9 
30 M3 0 1 tOHTMi. Etgffll 2 t-Ett^^S-r'- ^ 
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[ 0 0 6 5] 6e*^t-'- ^OHf^fL^-Cfi, 

a. z/m^m Sr s ^31 > 7s -f 1* m^b mm u x ■? r 

6£^cii^^ £IZ£ Oilti^c liiCWLT, KPS 
WIEit*! 1 atf^'J > ^13 0 1 (i. BE-f-MScK 
ffi%lz'&Z>Z ttfX~£ ho itz. ffiE^Sv *-r^£K 

9t\ ^co&m^izm^izm^znx&tiifzm^iz 

[ 0 0 6 6] pS. IDtLt, m^MEtt^S 1 

OJi--¥0%fK ^ISlr-^. lt^-)K07Kl/Xf 

50 atffli^CtCJ:!), B*OI DSr^^ffliRi-S^R 
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3 0 1 C-^jf-toc 
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BiJffl-r-^Sr£P8iJi"*c Sfc. tm&JE-KiZfrtofttzfr 
5*^Sr*i-£P«iJW»ffl3- Kr, SSWffllEigftll 1 U 
WLTa«t4o SffiHIESSStt 1 (4, yj/^f 3 50 
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1" £ mij * £ IlliO T- (4 , Ji ft S il Bff % 
viK^it I X "r- 9 rfg7ci"o c 
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^ • =7*^ — 7. : electronic commerce) Uio^t, 
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M»K2 2 HLt^> bf - - ^11 0 0 UJ3l-fB£ft 
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0OII1CJ: 0, ICrt-KlOlOICIO 2Cfl 
i2*Sft£c 

[0 0 9 2] I C*- K I 0 I r 7 P, J^^ K* 

- Kfc UBi^ t £ Uti, IC*-Kl01OICl 
0 2 i:EfS£ft£-r- $MiJ££O5SAST*#>& 0 £ o 
Ts J.— Vd«BlAL^:»OftfeS:«rEI C*- Kl 0 1 
SrE^TSfctZ^ <t eCfi, flJWHEttSSB l^IC*- 
K 1 0 1 (CEfBSns&SISrlfL^ttSLT. n> tfi-? 
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20 -fz> 0 
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^ - 9 ix -rw^^v Effi-t o 

[0 0 9 6 ] ^ ^^MfStg^M 1 (i. t"'- * 

40 [ 0 0 9 7] ifc, «^aiEffi^a 1 t ifeo^tSSO 

^iir- 9 zm^it^ % z t i±mmv*>z>cox\ m^m 

[ 0 0 9 8] ltJt-«L31-/n ^7^11^7 
vftn Z t & dThET^^o 
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50 ^7^07-/'] v 3 > ^n^^^^EISSftTi^ 
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loioo] ±aiLfcr'- ^aasrff ^ i^i, wiif, 
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P C 3 0 6 frh&m ■^ntzMIR^i^fS't^c -t" L 
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[0 10 6] .a flS^aSESiSB 1 r P C 3 0 6 SO 

(T>>\- Y^r i X ? K7 <f ^ oO 1 OUK^Ei"* 

^S^S:i*^-t^o PC 3 0 6 tcJMffi 
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3 0 6 O/n- Kt< 7^ K7Y 7£Sfi<7>^ oO 1 o h 
£C t SrK^Ei-^A^^Sr^TE-r^c . SoT, PC30 
6 0iS^O^iCj:oT^aE1t^® 1 r^-Kf<X 
* K7^KIiK€L, MflESRll UEftiMi 
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fcUT. if^ i D£J#3?2IEtSSSfi 1 CSftio 
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